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Computer Use Policy
Purpose:	This policy establishes procedures for students and regulatory policies for the operation and use of the Individual Training Section (ITS) systems. As a computer user, your actions will increase or decrease the integrity, operation, and confidentiality of the computer system and network. This type of protection is called “Information Assurance.” This policy and reference guide will help you keep and enforce information assurance.
Applicability:	 This policy applies to all students and guests of the ITS using the computer systems.
Reference:  AR 25-1, AR 25-2, AR380-19, AR 380-53, DOD 5500.7R 2301, selected DA messages, and other applicable doctrine.
Information Highway:   Since the entire ITS computer systems are networked. The computers have access through a Local Area Network (LAN) over the internet to almost every unclassified computer in the Department of Defense (DOD). The network gives access to vast amounts of sensitive but unclassified information. The security of this computer system and network is only as good as the personnel monitoring and using it. As a computer user in the ITS, you play a key role in the availability, confidentiality, and integrity of this system. Remember if you can get out on the system, a hacker can get in! 
Computer and Network Monitoring:  Computer users have no right to expect privacy. Computer usage and network access is monitored for inappropriate use. The Directorate of Information Management (DOIM) will monitor computers and network activity for inappropriate use. The use of ITS computers is a privilege, not a right. Samples of inappropriate use which are prohibited, include but not limited to: 
· Non students or Instructors.
· Uploading or Downloading/saving of “Any programs or Files” to the computers hard drive or desk top.
· Attaching any hardware equipment to the ITB computers or surge protectors.
· Commercial use of computers for profit i.e. to make money.
· Use of Food or Drink of any type in or around computer systems.
· Internet Chatting (This includes AKO) in any form.
· Tel-netting in any form.
· Playing games on the computer or internet.
· Browsing “Any Sexually Explicit” material or internet sites.
· Browsing “Any Personal’s, Dating, Singles, or Matchmaking” internet sites.
· Browsing “Any Terrorist, Hate, or Hacker” internet sites.
· Laptops, Civilian or Government cannot be connected to any system or network.
· Abuse/Destruction of Government property (switching of laptop keys)
Remember you are responsible for all activities that occur while at this computer. Violation of this policy is subject to Uniform Code of Military Justice (UCMJ) action.  
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Print Name:_____________________________    
Rank:__________________________________
 Unit:__________________________________
Computer Name:______________________
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